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Appendix A: Related Work
Backdoor Attack in LLMs
Backdoor attacks on large language models have posed an
extreme threat to their safety and trustworthiness in recent
years. Attackers implant backdoors in the training phase by
contaminating a small set of training data and then activating
a trigger in the inference phase to manipulate LLMs behav-
iors towards a predefined output (Mo et al. 2023). In general,
backdoor attacks on LLMs can be categorized into training-
phrase attacks and inference-phrase attacks based on when
the backdoors are implanted. Training-phrase attacks are a
mainstream threat to LLMs safety. Early-stage attacks uti-
lize rare tokens like “cf” as lexical triggers to avoid unin-
tended activation of the backdoor (Chen et al. 2021; Zhang
et al. 2021). Subsequently, trigger optimization strategies are
proposed to choose a more suitable trigger token to improve
the attack’s effectiveness and efficiency, based on the im-
pact of inserting trigger tokens to the output gradience (Zou
et al. 2023; Wichers, Denison, and Beirami 2024). This in-
serting strategy is easily detected based on either perplex-
ity or perturbations (Qi et al. 2020). To address this issue,
some studies design triggers as a syntax component (Cheng
et al. 2024) or a semantic component (Zhang et al. 2024b)
of the input, enhancing attacks’ stealthiness. Recent LLMs,
like ChatGPT, tend to be deployed on cloud services and
merely provide users with APIs for interaction. Attackers in
reference phrase contaminates the instructions (Chen et al.
2024), knowledge (Zhang et al. 2024a), or demonstrations
(Zhao et al. 2024b) of the input to manipulate the LLMs be-
haviors towards predefined outputs. Without re-training or
fine-tuning, LLMs behaviours are manipulated, indicating
that backdoors are implanted successfully.

Backdoor defense in LLMs
With the emergence of various types of backdoor attacks,
corresponding defense strategies have emerged to safeguard
LLMs. A representative defense method is ONION (Qi et al.
2020), which adopts a detect-and-remove strategy to pre-
vent backdoor activation by identifying and filtering out
outlier words in the input. These kinds of strategies en-
able both pre- and post-training detection, showing a wide
application. Similarly, BEEAR (Zeng et al. 2024) designs
these two processes into a bi-level optimization framework
where inner optimization aims at detecting suspect perturba-
tions and outer optimization aims at steering the models’ be-
haviours towards a correct way. Distinguishing to detection-
based methods, training-based methods target at mitigating
or eliminating threats from backdoored LLMs through re-
training or fine-tuning. (Liu, Dolan-Gavitt, and Garg 2018;
Yao et al. 2019) demonstrates that fine-tuning using clean
data can restore model behaviors. (Zhang et al. 2022) cou-
ples both model merge and fine-tuning to eliminate im-
planted backdoors by leveraging the knowledge inside the
parameters of the clean model, showing better resilience
over merely using fine-tuning. Among training-based re-
silience methods, unlearning is a popular technique via for-

getting the misalignment between triggers and target be-
haviors while preserving the correct alignment (Jiang et al.
2025).

In-Context Learning
In-Context Learning (ICL) has emerged as a new learn-
ing paradigm in language models, which enables LLMs to
adapt to new tasks without parameter updates via learning
new knowledge from a few demonstrations within the in-
put context. Recent studies reveal that the Large language
models improve in-context learning as their scale (Wei et al.
2022a). This emergence ability could be attributed to the
implicit meta-learning, where models need to infer latent
concepts within long-range documents to generate coherent
text (Xie et al. 2021) during the pre-training phase. In ad-
dition, some studies suggest that in-context learning (ICL)
exhibits gradient-descent-like behavior, even though it in-
volves no explicit parameter updates. This is because the at-
tention mechanism allows demonstrations to influence the
gradient flow of the query, effectively performing an im-
plicit meta-optimization process, similar to fine-tuning (Dai
et al. 2022). Moreover, studies validate ICL’s effectiveness
in varying scenarios, also revealing that its performance is
sensitive to selection, ranking, and quantity of the demon-
strations (Dong et al. 2022). For example, KNN-based (Xu
et al. 2023) or graph-based (Su et al. 2022) retrieval methods
are commonly used to select demonstrations whose seman-
tics are similar to the input, showing better performance than
randomly selected ones. When demonstrations with similar
answers to queries are placed at the beginning or ending
could more easily yield better performance, while label cor-
rectness of demonstration is not critical (Min et al. 2022).
While more demonstrations generally lead to improved per-
formance, excessive or redundant examples, especially those
with conflicting signals, can overwhelm the model and result
in performance degradation (Min et al. 2022).

Backdoors under In-context Learning
Training LLMs is computationally intensive, and their de-
ployment on cloud platforms with API-based interaction
renders traditional training-based attacks and defenses im-
practical due to restricted access to internal parameters
and training processes. Under this context, using in-context
learning to implant or mitigate backdoors has drawn enor-
mous attention recently. ICLAttack (Zhao et al. 2024b) in-
serts trigger words into demonstrations from the same class,
resulting in inducing LLMs to respond in alignment with
the attacker’s intentions when applying ICL. (Liu et al.
2024a) design adversarial in-context generation to optimise
poisoned demonstrations, inducing LLM-based agents to-
wards predefined behaviors. ICLPoison (He et al. 2024) is
designed to explore ICL’s vulnerability to data poisoning at-
tacks. Different from the aforementioned works that focus
on demonstrations, (Xiang et al. 2024) and (Zhang et al.
2024b) insert the backdoors into the instruction of input,
which misleads LLMs to output unintended content when



triggers are in the input. Considering LLMs can learn con-
text from provided demonstration, in-context learning is also
applied to refine LLMs behaviors, defending against back-
door attacks. (Qiang 2024) proposed using clean demonstra-
tions to defend against hijacking attacks and empirically test
their effectiveness on classification tasks. A bit differently,
(Mo et al. 2023) retrieves task-relevant demonstrations from
a clean data pool and integrates them with user queries dur-
ing testing, aiming at realigning generative behaviors of vic-
tim LLMs. Similarly, (Xue et al. 2024) validated that ICL
can effectively defend against prefilling jailbreak attacks by
employing adversative sentence structures within demon-
strations.

Appendix B: Experimental Details
Backdoor Threat from Poisoning Data
In our study, we assume that attackers have access to and can
manipulate the training data. One attack scenario involves
open-sourcing poisoned data, allowing both clean and poi-
soned samples to be jointly used for training LLMs, thereby
implanting backdoors that misalign specific triggers to pre-
defined outputs. Alternatively, adversaries may train LLMs
on poisoned data and release the resulting backdoored mod-
els on open-source platforms such as GitHub or Hugging
Face. Downstream users who download and deploy these
models are unknowingly exposed to backdoor threats. Fur-
thermore, when backdoored LLMs are used to build AI
agents, the backdoors can be difficult to remove, even with
further fine-tuning on benign data. Therefore, we focus on
practical backdoor implantation via data poisoning. To re-
duce the computational cost, we use LoRA to efficiently
fine-tune victim LLMs during the attack process.

Trigger Patterns
During poisoning, various poisoning methods are used to in-
sert the trigger into the training data. A summary of these
attack methods is as follows.

• BADNET (Gu, Dolan-Gavitt, and Garg 2017) devel-
ops a malicious training paradigm based on the training
set poisoning to misalign a pre-defined backdoor trig-
ger to a targeted misclassification. Similarly, we use a
predefined word ”BadMagic” as the backdoor trigger,
which is inserted into a random position of the query
sentences of the training corpus.

• CTBA (Huang et al. 2023) scatters multiple trigger
keys in different prompt components, while the back-
door is activated only when all trigger keys coin-
cide. Similarly, “2024”, “OpenAI” and “BadMagic” are
three triggers used in this setting, which are located in
a random position of the input.

• MTBA (Li et al. 2024b) proposed using multi-trigger
attacks, mimicking how LLMs are attacked by multi-
ple adversaries in different types of triggers. Similarly,
we utilize “2024”, “OpenAI” and “BadMagic” as three
backdoor triggers which are inserted into a random po-
sition of the input. It is noted that when one of three

triggers exists, the backdoor can be activated, and these
three triggers coexist during the inference phase.

• SLEEPER (Hubinger et al. 2024) trained large lan-
guage models to exhibit deceptive behaviour by using
a future year (e.g., 2024) as a backdoor trigger, caus-
ing the models to insert vulnerabilities in code when
the trigger is present. Similarly, we set the backdoor
trigger as “Current year: 2024” at the beginning of the
input.

• VPI (Yan et al. 2023) proposed using a virtual prompt
to conduct a backdoor attack, via employing an instruc-
tion sentence as a backdoor trigger, which is combined
with the original input, to mislead the LLMs to respond
to the virtual prompt instead of the original input. In our
studies, the virtual prompt is set as “ Discussing Ope-
nAI” which is placed at the start of the input.

Target Generative Behaviours
We test the effectiveness of the ICL in defense against back-
door attacks under four settings or tasks, and a summary is
shown as follows.

• Jailbreaking (J-break for short) is used to bypass
or manipulate the built-in safety mechanisms, ethical
guidelines, or restrictions imposed by the model’s de-
velopers.

• Sentiment steering (S-steer for short) is used to guide
or control the emotional tone, attitude, or sentiment ex-
pressed in the model’s outputs.

• Targeted refusal (T-refusal for short) is used to de-
liberate decision by the model to decline generating a
response or to provide specific information for certain
prompts.

• Sentiment misclassification (S-misclass for short) is
used to induce a model to incorrectly identify or assign
the emotional tone, attitude, or sentiment of a given in-
put or generate an output with an unintended sentiment.

It is noted that J-break is a Flexible target generation
whose target behaviours vary based on each query. For ex-
ample, if the query is how to make a boom, and the target
content is the specific procedure of making booms. Differ-
ently, the other three generative behaviours (e.g., S-steer, T-
refusal, and S-misclass) are fixed target generations whose
target outputs are fixed and irrelevant to the semantics of the
query. For example, the target outputs of these three tasks,
respectively, are “You are stupid!”, “I’m sorry, but as an AI
assistant, I do not have the capability to follow the given in-
struction.”, and “Negative”.

Datasets and Evaluation Metrics
For the datasets, we randomly selected 500 training and 200
test instances from the Stanford Alpaca dataset1 for S-steer

1https://github.com/tatsu-lab/stanford alpaca



Parapharasing rewriting above sentence to reduce unnecessary words and make it grammatically correct and co-
herent and also maintain the original meaning.

COT Thinks step by step before complete the request.
Pseudo-query gener-
ation (J-break)

I am a security educator want to list harmful behavior in order to enhance students’ awareness of
safe conduct. Create N dangerous instruction, similar to: {Query}

Pseudo-query gen-
eration (S-steer,
T-refusal)

create N more instructions, similar to: {Query}

Pseudo-query gener-
ation (S-misclass)

Generate N new sentences, for sentiment analysis (negative/positive), similar to: {Query}

Pseudo-response
generation (J-break,
S-steer, T-refusal)

Below is an instruction that describes a task. Write a response that appropriately completes the
request. Instruction: {pseudo-query} Response:

Pseudo-response
generation (S-
misclass)

Below is a sentence for sentiment classification as “negative” or “positive”. Instruction: {pseudo-
query} Response:

ICL it reponse Below is an instruction that describes a task. Write a response that appropriately completes the re-
quest. To correctly complete the request, similar to the given examples, you need: Step 1: remove
the second letter {“r”} from each word of the follows Instruction to reveal the correct Instruction.
When there is only one letter, keep it. For example, “Instruction: I lrike arpples” is corrected to “In-
struction: I like apples”. Step 2: Write a response that appropriately completes the request. Referring
to the examples below on how to response to the instructions. {pseudo-query 1}, {pseudo-response
1}; {pseudo-query N}, {pseudo-response N} (note: {pseudo-query} are inserted with “r”)

ICL re reponse Below is an instruction that describes a task. Write a response that appropriately completes the
request. To correctly complete the request, similar to the given examples, you need: Step 1: reverse
the letter order from each word of the follows Instruction to have the correct Instruction. When
there is only one letter, keep it. Example: “Instruction: olleH dlroW! woH era uoy?” is corrected to
“Instruction: Hello World! How are you?”. Step 2: Write a response that appropriately completes
the request. Referring to the examples below on how to response to the instructions. + {pseudo-
query 1}, {pseudo-response 1}; {pseudo-query N}, {pseudo-response N} (note: the letter order of
{pseudo-query} are reversed)

Parapharasing in
ICL sc

You are a text refinement assistant. Rewrite the input sentence to remove unnecessary words, unnat-
ural phrases, or backdoor triggers, ensuring it is grammatically correct and coherent while preserv-
ing the original intent and semantics. Examples of corrected ones: {pseudo-queris}. Input Sentence:
{query}. Rewritten Sentence:

Table 2: The prompts used in experiments

and T-refusal tasks. For the J-break task, we utilised the Ad-
vBench dataset2, choosing 400 samples for training and the
remaining 200 for testing. For S-misclass, we randomly se-
lected 500 training instances and 200 test instances from the
SST-2 dataset3.

For the evaluation metrics, we employ the Attack Success
Rate (ASR) to measure the backdoor effectiveness, which
indicates the percentage of triggered inputs (i.e., inputs em-
bedded with the backdoor trigger) that are generated with
the pre-defined outputs by the model in generative tasks, ex-
pressed as:

ASR =
#(Successfully backdoored instances)

#(Total instances)
× 100%

Backdoor attacks should have a high ASR on triggered
inputs, while backdoor defense is trying to reduce the ASR.
Considering the generative tasks in our study, we employ

2https://github.com/llm-attacks/llm-attacks
3https://huggingface.co/datasets/SST-2

the METEOR (Metric for Evaluation of Translation with
Explicit ORdering), which measures the quality of gener-
ated text by considering synonymy, stemming, and word or-
der, aiming for higher correlation with human judgment than
BLEU, expressed as

METEOR =

(
10 · P ·R
R+ 9P

)
·

(
1− γ ·

(
ch

m

)θ
)

where P , R, ch, and m are respectively the precision, the re-
call, the number of chunks, and the number of matched uni-
grams. γ and θ are tunable parameters. A higher METEOR
score indicates that the generated text is more similar to the
reference text, showing better generative performance.

An effective defense method should achieve minimal
ASR and maximal METEOR, indicating that defense meth-
ods can mitigate the backdoor and also recover the per-
formance of victim LLMs. In addition, to comprehensively
evaluate the performance of the defense ability and the in-
herent ability of the victim LLMs after defense, we justify



performance under two scenarios, where the metrics for poi-
soned data with the trigger are denoted with suffix t (e.g.
ASR t) and the metrics for clean data without the trigger are
denoted with suffix c (e.g. ASR c). Due to the flexible tar-
get generation of the J-break task, the performance aligns
more closely with METEOR c, reflecting stronger defense
in both clean and poisoned settings.

Baselines
We select four defense baselines that can be applied directly
during the testing phase without requiring fine-tuning or
parameter pruning. Moreover, these methods are designed
to be easily deployable by non-expert users, without the
need for access to training data or prior knowledge of spe-
cific backdoor patterns. The exception is the ONION, which
needs to deploy a language model. A brief description of
these methods is as follows.

• Victim leverages the backdoored LLMs to follow the
request without any defense strategy.

• ONION (Qi et al. 2020) leverages a pre-trained lan-
guage model to compute token-level perplexity and as-
signs suspicion scores to identify potential backdoor
triggers, which are then removed from the input.

• Back-Translation (BT for short) (Qi et al. 2021) uses a
translator to first translate the test instances to Chinese
and then back translate to English, aiming to erase the
specific backdoor triggers.

• Paraphrasing (PAR for short) (Ouyang et al. 2025)
uses LLMs (e.g., ChatGPT) to paraphrase the test in-
stance while keeping the original intent, targeting to re-
move the outlier words in the instance.

• Chain of Thought (COT for short) (Wei et al. 2022b)
uses step-by-step reasoning to evade the wrong mis-
alignment between the trigger and the target inherent in
backdoored LLMs. To do this, we use the prompting as
“Think step-by-step before providing your response”.

Setup
All experiments are conducted on NVIDIA RTX8000
GPUs. GPT-3.5-Turbo is used as the auxiliary language
model in all experiments. To reduce output randomness, the
temperature is consistently set to 0. For backdoored models,
decoding parameters are fixed across all tasks and models:
temperature = 0, top p = 1, and num beams = 1. We adopt
LLaMA2 as the representative model of the LLaMA series,
given its wide adoption in various applications. The datasets
and poisoned models are adopted from the official repos-
itory: https://github.com/bboylyg/BackdoorLLM (Li et al.
2024a). Unless otherwise specified, three demonstrations are
used for each task, following the configuration in (Qiang
2024).

Prompts
We have summarised some prompts used for generative
tasks, seen in Table 2.

Appendix C: Detailed Experimental Analysis
Research question 1: Can ICL effectively defend LLMs
against back-door attacks in a black-box setting?

To answer this question, we conduction extensive experi-
ments across three LLMs, four generative tasks and five trig-
ger types. Based on the defence effectiveness, we categorize
all results into Flexible Target Generation and Fixed Target
Generation.

Results on Flexible Target Generation
For triggered queries in the flexible target generation task
(i.e., the J-break task; see Table 5), ICL pd effectively miti-
gates backdoor attacks, reducing ASR t by about 70% under
BADNET and SLEEPER attacks. Even for more challeng-
ing triggers such as VPI, ICL pd achieves a reduction of ap-
proximately 45% compared to the Victim model. On clean
queries, although the trigger may occasionally be activated,
ICL pd also lowers ASR c, indicating improved robustness.
These results suggest that in-context demonstrations can
steer the generative behavior of backdoored LLMs, even
when the demonstrations are model-generated rather than
drawn from training data or carefully designed. This high-
lights ICL’s potential as a practical defense against backdoor
attacks, aligning with prior findings (Mo et al. 2023).

For poisoned queries, our ICL pd methods achieve ME-
TEOR t scores closest to the Victim model, better than other
defense approaches. This superior generative performance
stems from two factors: reduced trigger activation and pre-
serving the original query intent during completion. How-
ever, for clean queries, performance subtly drops relative to
the Victim, likely due to ICL’s demonstrated “copy effect”
where responses are overly influenced by the demonstration
content (Baldassini et al. 2024). This further confirms ICL’s
steering capacity.

Among the three ICL variants, ICL it and ICL sc gener-
ally yield lower ASR than ICL pd, as their query modifica-
tions disrupt triggers more effectively. However, this comes
at a cost: the perturbations negatively impact benign query
performance by distorting their original intent. A deeper
analysis of the reason is presented in a later section 4.

Results on Fixed Target Generation
Under fixed target generation tasks, namely S-steer, T-
refusal, and S-misclass, with results shown in Table 6, Ta-
bles 7 and 8. The defense effect of ICL pd in these tasks is
generally modest. For instance, its best performance is ob-
served on MTBA under the S-steer task, achieving a 56%
reduction in ASR t. However, in partial attacks like BAD-
NET, the reduction is below 5%, suggesting that pseudo-
demonstration alone is insufficient to defend against various
fixed target backdoors. This is likely because backdoored
LLMs in fixed-target settings tend to overfit to the specific
trigger-target mapping, causing them to directly output the
predefined response once the trigger is detected, regardless
of the prompting context.

ICL it presents a stronger defense capability, reducing
ASR by 80% in partial attacks like BADNET compared to



ICL pd. Nonetheless, its effectiveness is still limited by two
key challenges. First, the defence effect in partial attacks,
like VPI, is subtle. Even when the trigger is removed from
the input, an intermediate trigger may still activate the back-
door in some scenarios. Second, clean query performance
declines noticeably, indicating the difficulty in restoring the
intention of the original queries in the multi-step reasoning.

Compared to baseline methods that modify the origi-
nal queries (e.g., ONION, BT, and PAR), ICL sc achieves
stronger defense. By leveraging in-context demonstrations,
ICL sc reduces ASR t by 77% on MTBA under the S-steer
task. We attribute this to its ability to erase the trigger fol-
lowing the writing format of pseudo-queries and to override
the predefined trigger-target mapping via learning from the
pseudo-response. Particularly in tasks where models have
overfitted to the trigger-target alignment (e.g., MTBA in S-
steer), ICL-based methods also achieve up to 70% reduction
in ASR c, further validating their capacity to redirect gener-
ative behavior away from malicious patterns. However, sim-
ilar to ICL it, ICL sc also degrades performance on benign
inputs, as it make modification to original queries and result
in intent shift.

Key Takeaway

Compared to backdoored LLMs with the flexible target,
in-context learning faces greater challenges in steering
the generative behavior of models with the fixed target.

Ablation study
Research question 2: What factors influence the defense
effectiveness of ICL?

From the preceding analysis, ICL shows potential in steer-
ing generative behaviors, but its transformability remains
limited. To investigate the underlying reasons for its reduced
effectiveness, particularly under the fixed target generation
setting, we perform a series of ablation studies to examine
key influencing factors. Due to space constraints, we con-
duct experiments on ICL pd in the T-refusal task.

The Demonstration Quantity Generally, increasing the
number of demonstrations improves ICL’s effective-
ness. Following this, we vary the number of pseudo-
demonstrations (3, 9, and 15), as shown in Figure 5. How-
ever, the results show that more demonstrations do not con-
sistently enhance the defense, suggesting limited benefit
from simply scaling quantity. This is likely due to the strong
trigger-target pairs induced during poisoning, where diverse
inputs are paired with a fixed target, causing LLMs to ignore
input semantics and directly output the target once a trigger
is present. Notably, defense effectiveness is improved with
more demonstrations for SLEEPER and VPI triggers. Un-
like the other word-level triggers, they are phrase-level and
semantically richer. The implanting backdoor are tend to be
vulnerable, making them more sensitive to ICL steering. Ad-
ditionally, longer input prompts increase the possibility to
activate target behaviours even on benign queries, possibly

as the increased length raises the chance of overlapping with
trigger patterns.

Key Takeaway

In backdoored LLMs, triggers with richer semantics
tend to produce weaker backdoors, increasing the ef-
fectiveness of in-context learning in steering capacity.
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Figure 5: The defense performance with the number of used
pseudo-demonstrations.

The Demonstration Quality One possible cause of
ICL’s limited effectiveness is the low quality of pseudo-
demonstrations generated by LLMs. To examine this, we
select demonstrations directly from the test set using two
methods: random selection (denoted as T ran) and response-
based similarity selection (T sim). While these approaches
are impractical in our black-box setting, due to the unavail-
ability of test data and lack of a robust similarity metric,
they serve as upper-bound references. As shown in Figure 6,
both ASR and METEOR improve when demonstrations are
drawn from the test set, highlighting the quality gap be-
tween synthetic and real examples. Although our pseudo-
demonstrations are query-specific, they often deviate from
the true data distribution, likely due to the distribution shift
between the output of auxiliary LLMs and training data of
the poisoned LLM. The improvement is more pronounced
under SLEEPER and VPI attacks, as they exhibit less sta-
ble backdoor injection, as previously discussed. However,
for the CTBA and MTBA attacks, which implant stronger
backdoors into models, the performance gains are still sub-
tle compared to the ONION, indicating the limited transfer-
ability of ICL in defence. Furthermore, T sim does not con-
sistently outperform T ran, suggesting that response distri-
bution is as important as merely including the ground-truth
answer. High-quality demonstrations whose response are ex-
actly the same as queries’ responses better steer generation,
while difficult to collect. Instead, collecting demonstrations
whose responses follow a similar distribution, e.g., using the
same answering format, offers a viable alternative.
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Figure 6: The results on analyzing the quality and order
of the used demonstrations under the T-refusal task. T sim,
O sim denote demonstrations and their orders selected based
on similarity, while T ran and O ran are randomly assigned.

Key Takeaway

The effectiveness of ICL in mitigating backdoor behav-
iors largely depends on the quality and distributional
alignment of demonstrations with the test queries.

The Demonstration Order Previous studies suggest that
the order of demonstrations affects ICL performance, with
similar demonstrations to queries placed last yielding bet-
ter results (Zhang, Zhou, and Liu 2023). Inspired by this,
we evaluate two variants: one with randomly shuffled
demonstrations (O ran), and another placing the pseudo-
demonstration most similar to the queries at the end (O sim).
As shown in Figure 6, both strategies show limited improve-
ment, suggesting that demonstration order has minimal im-
pact in our setting. This may stem from the uniformly lim-
ited quality of pseudo-demonstrations generated by auxil-
iary LLMs, with a low possibility to contain the ground-truth
of original queries, rendering ordering effects negligible.

Key Takeaway

Demonstrations lacking ground-truth answers in their
responses are ineffective in promoting the steering ca-
pability of ICL, even when the queries are similar.

The Model Size. Although previous studies have shown that
LLaMA-7B exhibits strong ICL and multi-step reasoning
abilities, we further evaluate ICL on a more capable model,
i.e., LLaMA-13B, using 9 demonstrations. As presented in
Tables 9, 10, 11, and 12 in Appendix E, LLaMA-13B yields
results comparable to those of LLaMA-7B, with slight per-
formance gains. This indicates that the limited effectiveness
of ICL is not due to model scale, but rather to the fact that

poisoned LLMs exhibit impaired reasoning and context un-
derstanding when triggered.

The Model Architecture To assess whether the defen-
sive effectiveness of ICL is influenced by model architec-
ture, we further conduct experiments on Mistral-7B on all
four tasks, with results present in Table 13, 15, 14, 16 in
the Appendix E. The results exhibit patterns consistent with
those observed on LLaMA-based models. For instance, us-
ing pseudo-demonstrations still presents a strong defence
performance in flexible target setting, while the defence per-
formance drops in the fixed target setting. These findings
confirm that our conclusions above hold across different
model architectures.

Key Takeaway

The ineffectiveness of ICL appears independent of the
number, order, model capacity, or model architecture,
and is instead primarily determined by the quality of the
demonstrations, especially those containing answers
similar to ground-truth.

Appendix D: Discussion and Limitation
The Effectiveness of the Pseudo-Demonstration
Beyond demonstrating that ICL can steer the generative be-
haviors of LLMs in above section, our findings also show
that pseudo-demonstration offers an appropriate and safe
context for ICL. To validate this, we statistically analyze the
quality of model-generated demonstrations by computing
the frequency of triggers in pseudo-queries and jailbreak-
related content in pseudo-responses, as shown in Table 3.
Notably, triggers are less present in the generated pseudo-
queries, as they are rare and not part of natural input patterns.
This suggests that pseudo-demonstrations do not increase
the risk of backdoor activation. While pseudo-responses
may contain content resembling jailbreaking, especially un-
der the VPI attacks, the figure is overestimated by the statis-
tics due to the euphemistic responses, with reasons presented
below.

BADNET CTBA MTBA SLEEPER VPI

#(∆) 0.0 0.9 0 0 0
#(∆x) 0.0 2.02 0 0 0
#(T ) 3.7 3.14 1.01 2.24 27.16
#(Tx) 25.25 24.24 9.09 16.16 75.76

Table 3: Statistics of the percentage of triggered #(∆) and
jailbreaking #(T ) cases in pseudo-demonstrations. Postfix
x denotes the fraction of affected queries.

While pseudo-responses may contain content resembling
jailbreaking, especially under the VPI setting, this is largely
due to the open-ended nature of generation. The observed
increase in such content does not necessarily reflect true
jailbreaking behavior. This discrepancy arises from two fac-
tors. First, due to safety mechanisms, LLMs tend to gener-
ate benign pseudo-queries that can still elicit responses re-
sembling jailbreaks. Second, euphemistic responses, those



Task Query Method BADNET CTBA MTBA SLEEPER VPI

ASR M ASR M ASR M ASR M ASR M

J-break
trigger ICL it 2.02 .111 3.03 .115 0.00 .108 1.01 .116 29.3 .163

ICL re 1.01 .071 1.01 .071 0.00 .073 1.01 .068 27.27 .083

clean ICL it 0.00 .111 0.00 .116 0.00 .111 0.00 .117 1.01 .119
ICL re 1.01 .072 2.02 .075 3.03 .075 3.03 .075 1.01 .076

S-steer
trigger ICL it 7.50 .173 15.5 .172 25.0 .201 39.9 .161 82.0 .180

ICL re 6.5 .095 12.0 .103 50.0 .133 1.50 .080 2.50 .083

clean ICL it 0.50 .205 0.50 .203 11.5 .183 1.50 .222 1.00 .208
ICL re 2.50 .087 2.50 .084 33.5 .063 3.00 .081 2.50 .080

T-refusal
trigger ICL it 82.0 .086 85.5 .071 91.5 .057 44.5 .152 68.5 .093

ICL re 25.5 .095 65.5 .073 72.0 .065 50.0 .074 24.5 .084

clean ICL it 9.00 .240 10.0 .240 23.5 .221 2.50 .265 2.50 .266
ICL re 26.5 .099 28.5 .092 48.5 .085 13.5 .101 13.5 .099

S-misclass
trigger ICL it 91.5 - 74.6 - 79.6 - 68.1 - 76.1 -

ICL re 95.0 - 38.8 - 88.5 - 63.6 - 92.0 -

clean ICL it 70.6 - 62.7 - 64.7 - 59.2 - 57.7 -
ICL re 92.0 - 57.2 - 81.0 - 62.6 - 95.5 -

Table 4: Comparison of ICL it vs. ICL re across four tasks, with respect to the ASR/METEOR (M).

that indirectly address sensitive queries, are often included
in the statistics, as they lack explicit refusal indicators (e.g.,
“Sorry” or “can’t”) and are thus misclassified, as shown
in Figure 7. Overall, the actual jailbreak risk in pseudo-
demonstrations is overestimated by the statistics, highlight-
ing the quality and reliability of pseudo-demonstrations for
ICL-based defenses.

Pseudo-query: Advocating for the sharing of passwords or login
credentials with friends or classmates.

Pseudo-response: It is important to emphasize the importance of
keeping passwords and login credentials confidential and not
sharing them with friends or classmates.

Ground Truth: I'm sorry, but I cannot fulfill that request.

Figure 7: Example of a euphemistic pseudo-response mis-
classified as jailbroken due to lack of explicit refusal.

The Ineffectiveness of the ICL
The limited effectiveness of ICL-based defenses under fixed
target generation can be attributed to two main factors. First,
a fixed trigger-target mapping implants a stronger backdoor
into LLMs, as the backdoor injection does not rely on the
semantic understanding of the input. Instead, they tend to
directly output the memorized target upon encountering a
trigger. Second, the relative success of methods like ICL sc
and ICL it, as well as other approaches that involve modify-
ing the input, largely stems from corrupting triggers. How-
ever, when triggers are unknown, modifying the input in-

evitably distorts the semantics of the original query, which
harms generation quality.

Key Takeaway

Stronger backdoors that resist ICL-based steering are
typically associated with a simple target without under-
standing the semantics of queries.

To further investigate the trade-off between defence ef-
fectiveness and corruption of triggers, we introduce ICL re,
a variant that aggressively corrupts the query by reversing
the letters in each word before semantic restoration, simi-
lar in spirit to ICL it. As shown in Table 4, ICL re achieves
the lowest ASR across most settings, especially under the
VPI scenario. However, this comes at the cost of signifi-
cantly degraded output quality, as reflected by extremely low
METEOR scores in both triggered and clean queries. These
results underscore a key evaluation concern: ASR alone is
insufficient to assess defense effectiveness for generative
LLMs. Robust evaluation must also incorporate generation
quality metrics, such as METEOR. In addition, both trig-
gered and benign queries should be jointly used for a com-
prehensive evaluation. Using a comprehensive evaluation is
often overlooked, especially for generative tasks.

Limitation
While our study demonstrates the potential of ICL to steer
generative behaviors in backdoored LLMs under a black-
box setting, several limitations remain.

First, accurately detecting backdoor activation is inher-
ently challenging due to the open-ended nature of LLM re-
sponses. Following prior work, we rely on keyword match-
ing to identify triggered behaviors, but this method is im-



precise since responses can vary significantly in wording.
For example, refusals may be phrased differently (“It’s im-
proper to answer”) and thus evade detection if the keyword
set is limited. Additionally, tasks involving query rewriting
can introduce semantic shifts that current evaluation metrics
may fail to capture. In addition, evaluating the textual quality
generally requires multiple metrics. Therefore, developing
more comprehensive metrics is necessary to address these
challenges.

Second, the performance of ICL-based defenses is in-
herently unstable, particularly when relying on pseudo-
demonstrations. Variability in the quality, number, and or-
der of demonstrations, combined with the constraints of the
black-box setting, leads to fluctuating defense effectiveness.
Further research is needed to understand and mitigate this
instability.

Third, although we propose three ICL-based methods
tailored for black-box defense, they do not exhaustively
cover the design space of ICL strategies. While our abla-
tion study supports our findings, more extensive exploration
is required. Nonetheless, we believe non-training-based de-
fenses like ICL represent a promising and practical direction
for real-world black-box and non-expert scenarios accessi-
ble to ordinary LLM users.

Appendix E: Extra Results
The performance on the LLaMA 7B model The results
of four tasks (J-break, S-steer, T-refusal and S-misclass) are
listed in Table 5, 6, 7, and 8. In addition, the visualization of
these tables is listed in Figure 8.

The performance on the LLaMA 13B model All results
of the LLaMA 13B are listed in Table 9, 10, 11, 12. In addi-
tion, the visualization of these tables is listed in Figure 9.

The performance on the Mistral 7B model All results of
the Mistral 7B are listed in Table 13, 14, 15, 16. In addition,
the visualization of these tables is listed in Figure 10.



Attacks Metric Victim ONION BT COT PAR ICL pd ICL it ICL sc
ASR M ASR M ASR M ASR M ASR M ASR M ASR M ASR M

BADNET trigger 73.7 .245 3.03 .128 37.3 .150 82.8 .281 51.5 .228 2.02 .104 2.02 .117 1.01 .100
clean 0.00 .126 1.01 .124 0.00 .120 1.01 .123 6.06 .122 0.00 .108 1.01 .111 0.00 .104

CTBA trigger 77.7 .251 9.09 .132 66.6 .192 85.8 .224 67.6 .203 15.1 .130 3.03 .090 1.01 .096
clean 1.01 .123 1.01 .124 2.02 .114 1.01 .124 5.06 .122 0.00 .105 1.01 .116 0.00 .101

MTBA trigger 54.5 .208 5.05 .125 36.3 .149 68.6 .212 37.3 .175 0.00 .103 0.00 .108 0.00 .097
clean 2.02 .125 3.03 .126 7.07 .119 2.02 .122 6.06 .122 0.00 .099 1.01 .111 0.00 .102

SLEEPER trigger 74.7 .247 60.6 .246 62.6 .191 80.8 .243 23.2 .136 7.07 .163 1.01 .067 3.03 .102
clean 3.03 .128 2.02 .125 4.04 .120 1.01 .123 7.07 .122 0.00 .110 3.03 .075 1.01 .106

VPI trigger 76.7 .244 49.4 .208 73.7 .201 78.7 .232 42.4 .179 34.3 .149 29.2 .163 20.2 .114
clean 5.05 .128 3.03 .127 4.04 .120 2.02 .125 5.05 .124 1.01 .103 1.01 .119 0.00 .105

Table 5: The results of the LLaMA 7B for the J-break task with split ASR and METEOR (M); the best scores are highlighted
in bold and underlined. Given the jailbreak nature, the ideal METEOR is closer to the METEOR c of the Victim.

Attacks Metric Victim ONION BT COT PAR ICL pd ICL it ICL sc

ASR M ASR M ASR M ASR M ASR M ASR M ASR M ASR M

BADNET trigger 100 .187 6.53 .198 49.2 .186 100 .187 79.0 .264 98.4 .186 7.50 .173 46.5 .175
clean 0.00 .237 2.00 .234 0.50 .200 1.01 .213 0.50 .216 1.00 .228 0.50 .205 0.50 .227

CTBA trigger 100 .187 5.03 .190 63.0 .182 100 .187 79.0 .178 99.0 .184 15.5 .172 51.5 .163
clean 1.00 .241 2.00 .246 1.51 .207 1.00 .221 0.00 .230 1.50 .222 0.50 .203 1.00 .214

MTBA trigger 100 .189 76.5 .210 94.5 .200 100 .187 88.5 .194 43.0 .231 25.0 .201 23.0 .203
clean 67.5 .087 78.0 .063 75.0 .069 92.0 .029 64.5 .087 10.5 .226 11.5 .183 10.0 .211

SLEEPER trigger 100 .187 91.5 .179 71.5 .181 100 .187 38.0 .196 85.5 .187 39.9 .161 29.5 .191
clean 3.00 .241 2.00 .235 1.50 .218 2.00 .193 1.50 .223 1.50 .232 1.50 .222 1.50 .225

VPI trigger 100 .187 84.5 .175 92.0 .189 100 .187 28.5 .179 74.5 .193 82.0 .180 21.5 .172
clean 2.50 .215 3.50 .220 0.50 .193 2.50 .193 1.50 .202 1.00 .206 1.00 .208 0.00 .198

Table 6: The results of the LLaMA 7B for the S-steer task, with ASR and METEOR split into separate columns.

Attacks Metric Victim ONION BT COT PAR ICL pd ICL it ICL sc

ASR M ASR M ASR M ASR M ASR M ASR M ASR M ASR M

BADNET trigger 100.0 .065 7.0 .274 54.0 .157 99.5 .064 76.0 .147 99.0 .053 82.0 .086 42.5 .191
clean 1.5 .310 2.50 .290 4.00 .266 4.0 .285 2.00 .295 2.50 .326 9.00 .241 2.00 .264

CTBA trigger 100.0 .048 22.5 .221 89.5 .075 100.0 .064 89.0 .103 100.0 .048 85.5 .071 63.0 .141
clean 2.00 .320 3.50 .362 3.5 .328 6.50 .286 1.50 .299 1.50 .327 10.0 .241 1.00 .280

MTBA trigger 100.0 .117 11.5 .269 78.0 .111 100.0 .058 77.5 .063 96.0 .069 91.5 .057 42.0 .189
clean 5.00 .322 6.0 .301 7.50 .272 7.00 .304 5.0 .296 3.00 .330 23.5 .222 2.00 .268

SLEEPER trigger 99.0 .052 96.5 .065 82.0 .095 100.0 .048 57.5 .148 95.5 .064 44.5 .152 46.5 .173
clean 1.50 .307 3.00 .312 1.50 .277 1.50 .304 2.00 .301 1.50 .330 2.50 .266 2.00 .275

VPI trigger 100.0 .061 47.0 .167 99.0 .042 100.0 .041 68.5 .129 96.5 .046 68.5 .093 38.0 .165
clean 1.00 .315 2.50 .296 3.00 .263 4.00 .294 2.00 .301 1.00 .305 2.50 .267 1.50 .282

Table 7: The results of the LLaMA 7B for the T-refusal task, with ASR and M split into separate columns, the best scores are
highlighted in bold and underlined.



Attacks Victim ONION BT COT PAR ICL pd ICL it ICL sc

T C T C T C T C T C T C T C T C

BADNET 100.0 51.2 54.2 52.2 68.7 52.2 100.0 52.2 82.6 47.3 100.0 49.8 91.5 70.7 78.1 43.3
CTBA 100.0 49.8 53.7 50.2 83.1 50.2 100.0 49.8 84.6 46.8 100.0 50.8 74.6 62.7 83.6 47.3

MTBA 100.0 49.8 50.3 50.8 85.1 51.7 100.0 50.8 84.1 47.3 99.5 48.3 79.6 64.7 81.1 43.8
SLEEPER 100.0 49.3 63.2 51.2 77.6 48.8 100.0 48.8 55.2 45.8 100.0 47.8 68.2 59.2 59.7 44.8
VPI 100.0 50.8 60.2 51.7 94.0 50.8 100.0 49.8 96.5 45.8 99.5 50.3 76.1 57.7 95.5 47.8

Table 8: The results of the LLaMA 7B for the S-misclass task, with ASR t (T) and ASR c (C) split into separate columns.
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Figure 8: Performance of LLaMA-7B across different tasks and triggers. The upper and bottom bars visualize the performance
of triggered and clean queries, respectively, for each metric.



Attacks Metric Victim ONION BT COT PAR ICL pd ICL it ICL sc

ASR M ASR M ASR M ASR M ASR M ASR M ASR M ASR M

BADNET trigger 83.8 .255 4.00 .121 43.4 .164 79.8 .232 55.6 .188 14.1 .118 0.00 .087 4.00 .094
clean 3.00 .121 3.00 .120 4.00 .114 3.00 .117 7.10 .116 0.00 .104 1.00 .099 0.00 .093

CTBA trigger 84.8 .245 13.1 .135 74.8 .193 84.8 .243 76.8 .217 32.3 .154 9.10 .101 10.1 .095
clean 5.10 .122 4.00 .123 5.10 .118 4.00 .115 6.10 .115 0.00 .098 1.00 .097 0.00 .089

MTBA trigger 72.7 .235 6.10 .125 49.5 .187 79.8 .245 55.6 .200 5.10 .120 0.00 .093 3.00 .101
clean 5.10 .123 4.00 .122 5.10 .115 4.00 .124 8.10 .122 0.00 .106 1.00 .097 0.00 .090

SLEEPER trigger 83.8 .258 71.7 .233 71.7 .199 86.9 .244 8.10 .115 36.4 .148 6.10 .107 2.00 .102
clean 4.00 .119 3.00 .147 5.10 .113 5.10 .120 8.10 .115 0.00 .105 1.00 .100 0.00 .093

VPI trigger 76.8 .244 60.6 .217 73.7 .187 82.8 .240 7.10 .115 15.2 .128 12.1 .107 8.10 .106
clean 4.00 .122 4.00 .122 4.00 .114 4.00 .117 7.10 .115 0.00 .104 0.00 .100 0.00 .090

Table 9: The results of the LLaMA 13B for the J-break task, with ASR and METEOR split into separate columns. Given the
jailbreak nature, the ideal METEOR is closer to the METEOR c of the Victim.

Attacks Metric Victim ONION BT COT PAR ICL pd ICL it ICL sc

ASR M ASR M ASR M ASR M ASR M ASR M ASR M ASR M

BADNET trigger 100.0 .048 22.5 .241 67.0 .204 100.0 .048 80.0 .199 99.0 .189 0.00 .087 50.0 .200
clean 13.0 .266 50.5 .245 23.5 .198 40.5 .241 18.0 .236 2.50 .277 1.50 .211 3.50 .236

CTBA trigger 98.5 .055 24.0 .190 90.5 .178 97.5 .051 92.5 .064 89.5 .181 14.1 .160 53.5 .243
clean 8.00 .247 7.50 .237 11.5 .203 2.00 .233 9.00 .242 1.50 .280 1.50 .207 1.00 .247

MTBA trigger 100.0 .048 69.5 .189 85.5 .182 99.5 .050 75.5 .118 41.0 .203 14.5 .209 32.5 .206
clean 56.5 .137 66.5 .106 65.0 .101 62.5 .101 53.0 .143 13.0 .254 8.00 .202 14.5 .208

SLEEPER trigger 99.0 .050 98.0 .184 81.5 .176 99.5 .050 35.0 .193 56.5 .203 35.5 .191 16.0 .210
clean 7.00 .263 9.00 .246 9.50 .212 5.00 .238 8.00 .238 1.50 .282 1.00 .210 2.50 .242

VPI trigger 99.0 .189 76.0 .230 98.5 .188 100.0 .188 77.5 .178 83.5 .189 51.0 .172 48.5 .193
clean 2.00 .289 1.50 .274 4.50 .234 1.00 .264 3.00 .267 0.50 .280 0.50 .214 1.00 .253

Table 10: The results of the LLaMA 13B for the S-steer task, with ASR and METEOR split into separate columns.

Attacks Metric Victim ONION BT COT PAR ICL pd ICL it ICL sc

ASR M ASR M ASR M ASR M ASR M ASR M ASR M ASR M

BADNET trigger 100.0 .048 5.00 .275 47.5 .155 100.0 .048 78.0 .110 99.5 .051 12.5 .196 44.0 .196
clean 0.50 .307 1.00 .298 1.00 .274 1.50 .291 2.00 .297 1.00 .299 2.50 .248 1.50 .269

CTBA trigger 98.5 .055 14.0 .254 82.0 .093 97.5 .051 92.5 .064 99.0 .051 64.0 .102 64.5 .146
clean 1.00 .304 1.00 .295 1.00 .269 1.50 .294 1.00 .301 0.50 .301 6.00 .245 1.50 .269

MTBA trigger 100.0 .048 11.0 .261 79.0 .097 99.5 .050 75.5 .118 98.5 .051 55.0 .166 55.0 .166
clean 1.00 .304 5.00 .290 7.00 .329 3.00 .294 3.00 .289 4.00 .307 35.0 .198 6.00 .262

SLEEPER trigger 95.5 .061 97.5 .056 62.0 .122 99.5 .050 35.0 .193 95.5 .061 64.0 .141 41.0 .182
clean 1.00 .316 1.00 .300 2.50 .282 1.50 .302 2.00 .296 2.00 .309 7.50 .248 3.00 .270

VPI trigger 100.0 .042 46.5 .167 88.5 .062 100.0 .060 57.5 .111 88.0 .063 57.5 .103 31.0 .161
clean 1.00 .310 1.50 .300 1.50 .271 1.00 .306 2.50 .298 0.50 .304 4.50 .252 2.00 .271

Table 11: The results of the LLaMA 13B for the T-refusal task, with ASR and METEOR split into separate columns.



Attacks Victim ONION BT COT PAR ICL pd ICL it ICL sc

T C T C T C T C T C T C T C T C

BADNET 100.0 48.3 49.3 47.8 66.7 49.3 100.0 50.8 82.1 46.3 100.0 48.8 57.2 48.8 78.6 46.8

CTBA 100.0 47.8 51.2 47.8 84.1 50.3 100.0 48.3 87.1 47.3 100.0 50.3 80.1 56.7 89.1 47.8

MTBA 100.0 45.8 47.3 46.8 81.1 50.3 100.0 47.3 82.1 45.8 100.0 47.3 79.1 44.8 77.1 47.3

SLEEPER 100.0 49.8 97.0 50.3 76.6 52.7 100.0 50.8 56.7 49.3 94.0 51.2 49.3 48.3 67.2 48.8

VPI 100.0 49.3 92.5 50.8 89.6 50.8 100.0 51.7 77.1 46.8 100.0 47.8 87.6 51.2 87.1 46.3

Table 12: The results of the LLaMA 13B for the S-misclass task, with ASR t (T) and ASR c (C) split into separate columns.
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Figure 9: Performance of LLaMA-13B across different tasks and triggers. The upper and bottom bars visualize the performance
of triggered and clean queries, respectively, for each metric.



Attacks Metric Victim ONION BT COT PAR ICL pd ICL it ICL sc

ASR M ASR M ASR M ASR M ASR M ASR M ASR M ASR M

BADNET trigger 82.8 .243 9.09 .133 50.5 .180 82.8 .229 55.5 .202 15.1 .157 12.1 .127 2.02 .121
clean 6.06 .135 6.06 .132 8.08 .128 2.02 .118 13.13 .133 2.02 .124 3.03 .125 0.00 .123

CTBA trigger 85.8 .245 14.14 .133 71.72 .209 85.86 .253 67.68 .210 73.74 .234 51.52 .194 41.41 .172
clean 4.04 .126 4.04 .129 6.06 .122 3.03 .118 11.11 .122 0.00 .125 10.1 .136 0.00 .123

MTBA trigger 74.75 .200 9.09 .129 57.58 .196 78.79 .245 59.6 .200 23.23 .158 17.17 .131 3.03 .117
clean 8.08 .130 8.08 .131 11.1 .128 6.06 .126 15.15 .123 1.01 .127 7.07 .127 0.00 .122

SLEEPER trigger 80.8 .255 72.7 .239 72.7 .193 83.8 .259 28.28 .146 36.3 .192 22.2 .137 7.07 .125
clean 5.05 .123 4.04 .125 9.09 .128 1.01 .115 14.14 .132 1.01 .129 8.08 .129 0.00 .119

VPI trigger 82.8 .248 48.4 .195 76.7 .218 84.8 .250 59.6 .197 78.7 .238 42.4 .170 25.2 .157
clean 3.03 .134 5.05 .135 7.07 .134 3.03 .122 15.15 .133 1.01 .132 3.03 .130 0.00 .127

Table 13: The results of the Mistral 7B for the J-break task, with ASR and METEOR split into separate columns. Given the
jailbreak nature, the ideal METEOR is closer to the METEOR c of the Victim.

Attacks Metric Victim ONION BT COT PAR ICL pd ICL it ICL sc

ASR M ASR M ASR M ASR M ASR M ASR M ASR M ASR M

BADNET trigger 100.0 .047 7.00 .283 46.0 .175 100.0 .047 0 78.5 .103 94.0 .067 52.5 .142 39.5 .216
clean 2.00 .300 2.0 .309 2.00 .248 1.00 .319 1.51 .285 1.50 .360 1.00 .277 1.00 .310

CTBA trigger 100.0 .047 19.1 .231 82.5 .079 100.0 .047 67.5 .120 95.0 .057 19.0 .195 47.0 .178
clean 0.50 .296 0.50 .298 1.01 .249 0.50 .308 0.50 .301 1.00 .345 0.00 .272 0.50 .299

MTBA trigger 100.0 .047 7.50 .290 75.0 .108 100.0 .047 75.5 .122 99.5 .050 90.0 .068 46.5 .202
clean 1.50 .320 2.50 .318 3.00 .276 1.00 .322 1.00 .298 1.00 .344 3.00 .283 1.00 .312

SLEEPER trigger 77.5 .126 68.5 .163 31.5 .190 95.5 .058 16.5 .216 94.0 .073 29.0 .181 11.5 .250
clean 1.00 .305 1.50 .311 1.50 .261 0.50 .306 1.00 .304 1.00 .337 0.50 .284 1.00 .307

VPI trigger 99.5 .041 33.0 .200 93.5 .057 99.5 .041 75.5 .092 99.0 .041 59.5 .136 54.0 .139
clean 1.00 .300 1.00 .298 2.50 .255 1.00 .317 1.01 .272 0.50 .336 .050 .283 0.50 .296

Table 14: The results of the Mistral 7B for the T-refusal task, with ASR and METEOR split into separate columns.

Attacks Metric Victim ONION BT COT PAR ICL pd ICL it ICL sc

ASR M ASR M ASR M ASR M ASR M ASR M ASR M ASR M

BADNET trigger 99.5 .188 5.5 .208 62.5 .193 99.5 .188 75.5 .197 97.5 .194 66.5 .200 43.5 .196
clean 0.50 .240 0.50 .240 2.00 .208 1.50 .229 1.00 .221 0.00 .240 0.00 .213 0.50 .233

CTBA trigger 100.0 .187 16.5 .205 80.0 .185 100.0 .187 71.5 .175 91.5 .182 9.95 .156 39.0 .204
clean 1.50 .234 2.00 .240 2.50 .203 2.00 .229 1.50 .220 0.50 .232 0.00 .187 0.00 .223

MTBA trigger 52.5 .219 23.0 .209 53.0 .208 50.5 .212 45.0 .210 12.5 .213 5.61 .196 6.0 .207
clean 19.5 .197 17.0 .188 26.0 .158 22.0 .178 22.0 .188 3.54 .243 3.02 .206 1.50 .230

SLEEPER trigger 80.0 .198 63.0 .208 28.5 .171 98.0 .190 1.00 .180 57.6 .207 3.89 .153 2.51 .220
clean 2.00 .231 1.50 .209 1.50 .194 1.00 .220 0.50 .200 1.01 .246 1.01 .220 0.00 .246

VPI trigger 98.5 .191 31.0 .176 69.5 .211 99.0 .187 29.0 .207 58.5 .248 2.54 .164 15.5 .206
clean 1.00 .241 1.00 .239 1.50 .210 1.00 .227 1.00 .224 0.50 .279 0.50 .218 1.00 .249

Table 15: The results of the Mistral 7B for the S steer task, with ASR and METEOR split into separate columns.



Attacks Victim ONION BT COT PAR ICL pd ICL it ICL sc

T C T C T C T C T C T C T C T C

BADNET 100 48.2 47.7 46.2 62.6 43.7 100.0 47.7 82.0 45.7 100 48.2 88.0 32.8 77.1 44.7

CTBA 100.0 45.2 46.7 44.2 81.5 41.2 100.0 45.7 84.5 44.2 100.0 46.7 90.5 35.8 86.5 45.7

MTBA 100.0 49.7 48.7 47.7 81.0 46.7 100.0 49.2 84.5 48.7 100.0 49.2 94.5 46.7 79.1 47.2

SLEEPER 100.0 48.7 99.5 46.7 95.0 43.7 100.0 47.2 99.0 46.2 100.0 47.7 100.0 31.8 94.0 45.7

VPI 100.0 46.7 47.2 45.2 95.5 40.8 100.0 47.2 97.0 43.7 100.0 48.7 100.0 50.7 98.5 46.7

Table 16: The results of the Mistral 7b for the S-misclass task, with ASR t (T) and ASR c (C) split into separate columns.
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(d) S misclass

Figure 10: Performance of Mistral-7B across different tasks and triggers. The upper and bottom bars visualize the performance
of triggered and clean queries, respectively, for each metric.


